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/1 (4pts) Q1: What are the properties that MACs achieve? Define each property you mention.
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/I (1pts) Q2: Which one of the following MAC constructions is the fastest and why: E
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/ (2pts) Q3: What is one-way hash function and what property it achieves? h{ f\ ‘Q W,
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/ (2pts) Q4: LetH : M > T be a collision resistant hash function. Which of the following is collision resistant?
O/ Explain your answer.

1. H'(m) = H(m)||H(m)

CBC-MAC, NMAC, PMAC?
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2. H'(m)=H(0)
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/6 (1pt) Q5: Let m be a mes,.sage consist.ing (.Jf L AES blocks (say L=100). Alice encrypts m using randomized
counter mode and transmits the resulting ciphertext to Bob. Due to a network error, ciphertext block number
L/4 is corrupted during transmission. All other ciphertext blocks are transmitted and received correctly. Once

Bob decrypts the received ciphertext, how many plaintext blocks will be corrupted? Explain your answer.
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